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Explications

Je devais de base utiliser Filebeat pour récupérer les logs du switch
cisco, cependant il n’y avait pas le module syslog et le module cisco ne
me renvoyait pas les dashboard dans elastic.

J’ai donc utilisé Logstash pour récupérer les logs du switch Cisco.

Installation de Logstash

wget
https://artifacts.elastic.co/downloads/logstash/logstash-8.17.0-11
nux-x86 64.tar.gz

tar -xzf logstash-8.17.0-linux-x86 64.tar.gz

cd logstash-8.17.0-1linux-x86_ 64

Configurations

Configuration de Logstash

On crée une nouvelle configuration pour logstash :
mkdir config/switch-syslog.conf

input {
udp |
port => 514
type => "syslog"

}

filter {
if [type]l == "syslog" {
# Filtre Grok universel pour capturer différents types de messages Syslog
grok {
match => {

"message" => "<%{NUMBER:priority}>%{NUMBER:facility code}:
\\*${SYSLOGTIMESTAMP: timestamp} :
%% {WORD:module}-%{NUMBER:severity}-%{WORD:state}: Interface
% {WORD:interface}, %${GREEDYDATA:details}"
}

overwrite => ["message"]
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}

# Si le premier Grok échoue, utilisez un modele générique comme fallback
grok {
match => {
"message" => "<${NUMBER:priority}>%{SYSLOGTIMESTAMP:timestamp}
%{HOSTNAME :host} %{DATA:syslog program}: %{GREEDYDATA:syslog message}"
}

tag on failure => ["unparsed syslog"]

# Enrichir les données avec des champs supplémentaires (facultatif)
mutate {
add field => {
"received at" => "${Q@timestamp}"
"received from" => "${host.ip}"

# Supprime les tags d'échec si un Grok fonctionne
if " grokparsefailure" in [tags] {
mutate {
remove tag => [" grokparsefailure"]

# Ajouter un tag pour les messages spécifiques (par exemple, changements
d'état des interfaces)
if [details] =~ /changed state/ {
mutate {
add tag => ["interface state change"]

}
output {
stdout { codec => rubydebug }
elasticsearch {
hosts => ["https://192.168.10.2:9200"]
index => "switch-logs-%${+YYYY.MM.dd}"
user => "elastic"
password => "=*03nY Sxv*4rS=jU=55"
ssl certificate verification => false

Cette ligne correspond au nom de l'index qui sera créé dans elastic :
index => "switch-logs-%${+YYYY.MM.dd}"

Il ne faut donc pas oublier de rajouter “switch-logs*” dans elasticsearch.yml pour
pouvoir créer automatiquement les index nécessaires pour afficher les logs:
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action.auto create index:

.monitoring*, .watches, .triggered watches, .watcher-history*, .ml*, sw

itch-logs*

Pour lancer logstash avec notre configuration :

./bin/logstash

-f ./config/switch-syslog.conf

Configuration du Switch
J’ai configuré mon vianl pour y mettre mes 2 VM :

int Vlanl

ip add 192.168.10.1 255.255.255.0

int range f0/1-2

switchport mode access

switchport access vlanl

Ensuite j’ai configuré le switch pour me renvoyer les notifications sur ma vm sur
laquelle il y a logstash.

logging source-interface f0/2
logging host 192.168.10.3
logging trap notifications

Comme “level” pour le “logging trap” j’ai choisi le “notifications” mais il en existe
d’autres, il suffit juste de choisir celui que I'on veut en fonction des logs que I'on

souhaite recevoir :

Level Keyword @ Level

emergencies 0

alerts 1
critical 2
errors 3
warnings 4
notifications 5

informational 6

debugging 7

Description

System unstable

Immediate action needed

Critical conditions

Error conditions

Warning conditions

Normal but significant condition

Infarmational messages only

Debugging messages

Syslog Definition

LOG_EMERG

LOG_ALERT

LOG_CRIT

LOG_ERR

LOG_WARNING

LOG_NOTICE

LOG_INFO

LOG_DEBUG
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Configurations dans le panel d’Elastic
Dans Elastic on se rend dans Management > Data View

& elastic

= . Stack Management  Data views

Transforms

REOEIEG Data Views

Migrate
Create and manage the data views that help you retrieve your data from Elasticsearch.
Alerts and Insights

Rules
Cazas) Q Search
Connectors
Reporting ) Name T Spaces Actions
Machine Learning (- -alerts-security.alerts-default, apm-*-transaction* auditbeat-* endgame-* filebeat-* logs-* packetbeat-* traces-apm* winlogbeat-* -“elastic-cloud-logs-* .
Maintenance Windows @  Security Data View Detault
Security O auditbeat-* (] 53
Users () filebeat-* . &
Roles
AP k |_] switch-logs* ® .

eys
Kibana Rows per page: 10~ 1
Data Views
Files

Saved Objects
Tags

Search Sessions
Spaces

Advanced Settings

Stack
License Management

Upgrade Assistant

Une fois dans Data View on clique sur “Create data view” et on en crée un nouveau :

Create data view

Mame
switch-logs”

A data view with this name already exists

Index pattern

switch-logs* [

Timestamp field
@timestamp ~
Select a timest |1|'[i:':|[--' .:".",'ill'||'|"_||:I|'.||| ne filtar

Show advanced settings

Ensuite on se rend dans Analytics > Discover et en haut a gauche on sélectionne
switch-logs*
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® elastic
o

switch-logs*

Discover

© Q

Add a field to this data view

[ Manage this data view
Data views @ Create a data view

Find a data view

.alerts-security.alerts-default ap...
auditbeat-*
filebeat-*

~  switch-logs*

t | received_from

Et maintenant on voit le

panel dans lequel ont verra nos logs du switch cisco :

@& elastic

= . Discover New Open Share Alerts Inspect
switch-logs* ~ = () Q) Filter your data using KQL syntax ~  Last 24 hours C Refresh
Q s 0| = .
Search field names 4 hits Breakdownby  Select field v B @

~ Available fields 9 2

B @timestamp [ | .I ‘

t @version Y 1500 16:00 7.00 18:00 9.00 0.00 2100 00 2300 0000 o 02:00 03.00 04:00 0500 06:00 07:00 08:00 09:00 0:00 11:00 12:00 13.00 14:00 15:00

january 16, 2025 January 17,2

t] event.original Jan 16, 2025 @ 15:00:00.000 - Jan 17, 2025 @ 15:52:28.777 (interval: Auto - 30 minutes)

t hostip =

¥ message Decuments  Field statistics

B received_at < 1field sorted ]
t  recelved_from - @timestamp (O ~ Document v

tags

type

< () Jan 17, 2025 @ 15:20:00.046

2 () Jan 17, 2625 © 15:09:32.644
~ Empty fields 0
There are no empty fields. T e 79 2038+ 1a87:07 702
' Metaflelds 3
K d * () Jan 17, 2025 ¢ 13:36:15.328
k _index
# _score

@ Add a field

SAE 5.Cyber.03 - R5.Cyber.11 - Supervision d’un Switch Cisco

Otimestamp Jan 17, 2625 0 15:28:00.@46 @version 1 ewent.original <189>85: *Mar 2 ©4:42:36.960: %SYS-5-CONFIG_I: Configured from console by console host.ip 192.168.16.1
message <189>85: #Mar 2 94:42:36.908: %SYS-5-CONFIG_I: Configured from console by console received_at Jan 17, 2025 @ 15:20:00.046 received_from %{host.ip} tags unparsed._
syslog type syslog .id jpdgZSOBHP7E7-1q22a) _index switch-logs-2025.81.17 _score -

Otimestamp Jan 17, 2625 0 15:89:32.6d4 @version 1 ewent.original <187>84: *Mar 2 ©4:32:09.516: %LINK-3-UPDOWN: Interface FastEthernetd/5, changed state to down host.ip 19
2.168.18.1 message <187»84: #Mar 2 04:32:09.516: %LINK-3-UPDOWN: Interface FastEthernet®/5, changed state to down received_at Jan 17, 2025 © 15:09:32.644 received_from
u{host.1p} tags unparsed_syslog type syslog _id jZ4XZ5QBHP7E7-1042bd _index switch-logs-2825.81.17 _score -

Otimestamp Jan 17, 2025 0 14:57:37.752 @version 1 event.original <189-88
27.0.0.1 message <189>80: AMar 2 84:11:36.667: %LINK-3-UPDOWN
av _index switch-logs-2625.61.17 _score -

+Mar 2 ©4:11:36.667: %LINK-3-UPDOWN: Interface FastEthernetd/5, changed state to down

Interface FastEthernet®/5, changed state to down

hest.ip 1
tage _grokparsefailure type syslog _id jJANZSQBHP7E7-1QrG

Otimestamp Jan 17, 2025 ¢ 13:36:15.328 @version 1 event.original <13-Test syslog message
syslog _id ip7HZpQBHP7E7-1Q6Gak _index switch-logs-2025.81.17 _score -

host.ip 127.0.0.1 message <13>Test syslog message tags _grokparsefailure type
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On y voit le nombre de logs

4 hits

Q
1800 =N 1700 1m0 1a-0n

Documents  Field statistics

T

1 field sorted
J @timestamp (& ~
() Jan 17, 2025 @ 15:20:08.046

) Jan 17, 2825 @ 15:09:32.644

" [ ) Jan 17, 2825 @ 14:57:37.752

‘:‘ Jan 17, 2825 @ 13:36:15.328

Test

Breakdownby  Select field ~ B @
B T T e e P T e T T — S —T " W— T S—E ™ — P —

Document s

@timestamp Jan 17, 2025 @ 15:20:00.0846 @version 1 event.original <189>85: *Mar 2 84:42:36.900: %SYS-5-CONFIG_I: Configured from
console by console host.ip 192.168.18.1 message <189=85: »Mar 2 84:42:36.9088: %SYS-5-CONFIG_I: Configured from console by consol
e received_at Jan 17, 2825 @ 15:20:080.0846 received_from %{host.ip} tags unparsed_syslog type syslog _id jp4gZ5QBHP7E7-1G22aJ
_index switch-logs-20825.01.17 _score -

@timestamp Jan 17, 2025 @ 15:89:32.644 Oversion 1 event.original <187>84: *Mar 2 84:32:09.516: %LINK-3-UPDOWN: Interface FastEt
hernet®/5, changed state to down host.ip 192.168.168.1 message <187=84: *Mar 2 04:32:09.516: %LINK-3-UPDOWN: Interface FastEthern
et@/5, changed state to down received_at Jan 17, 2825 @ 15:089:32.644 received_from %{host.ip} tags unparsed_syslog type syslog
_id jZAXZ5QBHP7E7-1042bd _index switch-logs-20825.01.17 _score -

@timestamp Jan 17, 26825 @ 14:57:37.752 Oversion 1 event.original <189>88: *Mar 2 64:11:36.667: %LINK-3-UPDOWN: Interface FastEt
hernet®/5, changed state to down host.ip 127.8.8.1 message <1B9>80: *Mar 2 84:11:36.667: %LINK-3-UPDOWN: Interface FastEthernet
8/5, changed state to down tags _grokparsefailure type syslog _id jJ4NZS5QBHP7E7-1QrGav _index switch-logs-2625.081.17 _score -

@timestamp Jan 17, 20825 @ 13:36:15.328 @version 1 event.original <13>Test syslog message host.ip 127.8.8.1 message <13>Test s
yslog message tags _grokparsefailure type syslog _id ip7HZpQBHP7E7-1Q06Gak _index switch-logs-2025.81.17 _score -
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5 hits

00 1
nuary 16, 2

Documents

Maintenant tout est prét pour pouvoir superviser notre switch cisco depuis elastic
donc pour tester on va simplement modifier 'état d’un port de notre switch :

int £0/5
shut

On peut voir que 'on a bien regu la nouvelle log a 16h02 et il est bien indiqué que le
port FastEthernet0/5 est down.

7:00 18:00

025

Field statistics

T 1fleld sorted
- @timestamp (O

"y

~

N

| Jan 17, 2825 @ 16:02:

| Jan

| Jan

| Jan

| Jan

, 2825 @ 15:28:

, 2825 @ 15:89:

2925 @ 14:57:

2025 @ 13:36:

19:00

18.868

00,046

32.644

37.752

15.328

Breakdown by  Select field ! ] @
20:00 21:00 22:00 2300 looioo 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 093:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00
January 17, 2025
Jan 16, 2025 @ 16:00:00.000 - Jan 17, 2025 @ 16:02:29.511 (Interval: Auto - 30 minutes)
Document ~

Otimestamp Jan 17, 2825 @ 16:082:18.860 @version 1 event.original <189-86: *Mar 2 ©5:24:54.848; %LINK-5-CHANGED: Interface FastEthernet8/5, changed state to administrative
ly down host.ip 192.168.18.1 message <189>86: *Mar 2 85:24:54,848: %LINK-5-CHANGED: Interface FastEthernet®/5, changed state to administratively down received_at Jan 17,
2825 0 16:02:18.068 received_from %{host.ip} tags unparsed_syslog type syslog _id jSS5FZ5QBHP7E7-1QIWZm _index switch-logs-2025.81.17 _score -

Otimestamp Jan 17, 2625 @ 15:26:00.046 @version 1 event.original <189>85: *Mar 2 ©4:42:36.908: %SYS-5-CONFIG_I: Configured from conscle by console host.ip 192.168.1@.1
message <189>85: *Mar 2 ©4:42:36.9808: %SYS-5-CONFIG_I: Configured from console by console received_at Jan 17, 2825 @ 15:28:08@.846 received_from %{host.ip} tags unparsed_
syslog type syslog _id jp4gZ5QBHP7E7-1Q22aJ _index switch-logs-2825.81.17 _score -

@timestamp Jan 17, 2025 @ 15:09:32.644 @version 1 event.original <187=84: #Mar 2 04:32:09.516: %LINK-3-UPDOWN: Interface FastEthernet®/5, changed state to down host.ip 19
2.168.10.1 message <187=84: *Mar 2 @4:32:89.516: %LINK-3-UPDOWN: Interface FastEthernetd/5, changed state to down received_at Jan 17, 2025 @ 15:09:32.644 received_from
%{host.ip} tags unparsed_syslog type syslog _id jZ4XZ5QBHPTE7-1042bd _index switch-logs-2825.81.17 _score -

@timestamp Jan 17, 2025 @ 14:57:37.752 @version 1 event.original <189>88: *Mar 2 84:11:36.667: %LINK-3-UPDOWN: Interface FastEthernet@/5, changed state to down host.ip 1
27.6.8.1 message <189-80: *Mar 2 84:11:36.667: %LINK-3-UPDOWN: Interface FastEthernet@/5, changed state to down tags _grokparsefailure type syslog _id jJ4NZSQBHP7E7-1QrG
av _index switch-logs-2025.81.17 _score -

otimestamp Jan 17, 2825 © 13:36:15.328 @version 1 event.original <13>Test syslog message host.ip 127.8.8.1 message <13»Test syslog message tags _grokparsefailure type
syslog _id ip7HZpOBHP7E7-1Q6Gak _index switch-logs-2025.81.17 _score -
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